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ABSTRACT 

 Identity Management in Cloud computing is one of the most 

important security challenges for managing and assuring a secure usage 

over multi-provider Inter-Cloud environments with dedicated 

communication infrastructures, security mechanisms, processes and 

policies.  

Many researches on this subject were reviewed and found to be helpful 

in providing brief background on Identity Management in cloud 

computing and related issues. Some of these researches were theoretical 

(provided theory background basis about the subject). Others concentrated 

on the framework of research undertaken. But, the major pieces of work 

tackled methodology followed by previous researchers to introduce the 

main obstacles that hinder development of the sector and call for 

assistance. 

This thesis describes the Identity Management challenges and threats 

and the available solutions, then propose an identity management 

framework which include Identity Management policy, bodies with multi   
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level of authority and roles, components each with cretin functionality 

and procedures and organizational control framework consist technical, 

legal and policy control  that ensure the right information at a right time 

provided for the right parties and guarantee the security and privacy 

protection. 
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CHAPTER ONE    

INTRODUCTION 

1.1 PREFACE  

In both traditional and artifact systems, the question of identity play a 

very important factor and role in protecting and securing the people, 

operations, resources, systems and information. Introduction 

With possibility of remote access to information systems and other ICT 

infrastructure this issue becomes more important, and as information and its 

operation become a strategic and competitive factor for any aspects of 

modern life, this issue becomes more crucial. 

Identity Management with open system environment with multi users 

each with multi way of access to the system and application in term of access 

tools vary from work station to PCs, laptops, I pads and other smart devices, 

with IT as a service Model and Virtualization of infrastructure, platform and 

software service through Cloud computation service and deployment  

models such new environment bring a new threats  and challenges to security 

management in general and to identity control and management in particular. 

Several attempts to address this problem were conducted by both the 

scientific research institutes and by leading ICT companies, these attempts 

provide different approaches and different tools with different efficiency and   



www.manaraa.com

2 

 

  

 

effectiveness measurements results and yet the subject open for farther 

effort for new and different and innovative methods, tools and product to 

cope with a very changing and demanding environment.   

With the difficulties of controlling and managing the Identity based on 

the traditional and known methods and tools an increased demand for new 

different model to Identity management. 

This work propose a model for Identity   management stubble with 

specific set of requirements and constraints.  

1.2 SIGNIFICANCE OF THE STUDY  

One of the big concerns of ICT community all over the world is the 

identity management, and its related activities. 

The importance of this study came out from the importance of the 

problem of defining a framework for IdM suitable for open environment, in 

order to protect and secure the information assets which became a vital factor 

of modern economy and national security and individual privacy, this work 

propose a solution framework model for the problem of identity 

management. 
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1.3 THE STATEMENT OF THE PROBLEM 

Sustainable accessibility to systems, applications, and other information 

assets and resources due to  increased numbers of persons with different 

organizational levels and authorities for several  and different purposes and 

needs, all through increased type of smart devices  from multipoint of access 

and yet the situation still evolving and diversified. 

Such state of affair of multi people may access from multipoint, and 

multi location by using multi devices for multipurpose in different time the 

information systems complicate the scene and bring the threats sustainable 

too, and make the control and management of identity in order to protect the 

most valuable assets of any organization in the globe more and more 

difficult.  

problem may be stated as follows: still there are some limitations and 

shortfalls in the all current solutions for identity management in open 

distributed environment. Thus a new insight or perspective and approach 

with help of new access control tools are become crucial in contemporary 

ICT environment and this is the problem to be embarking upon by this work 

by suggesting new framework and approach for new solutions, taking into 

account  the findings of the related literature review that revealed a 

significant weakness and limitations accompanied with all current solutions, 

an issue that constitutes a major key of work of this study towards with 

constant solution to be suggested and practiced. 
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1.4 METHODOLOGY AND APPROACH 

There are different kinds of identity management techniques that are 

used for preserving the privacy and discussing different Identity 

Management methods like PRIME (Privacy and identity management for 

Europe), Open ID, Microsoft Windows Card Space. Also there are 

limitations for them, such as  a major limitation of the Window Cardspace is 

relying on single layer authentication and is relying on the third party, 

whereas, the main limitation of PRIME is that it requires user agents and 

service providers to implement the PRIME middleware, and OpenID is 

highly at risk of phishing attacks As in many IDMs, phishing in OpenID is 

of great concern. Even if passwords may be not transmitted with the security 

token, an attacker may trick the user into accessing the phisher's site and that 

site might accept any security token the user provided asking for information 

such as a credit card number. The phisher would not learn the user's password 

from the faked site, but he/she might learn other useful things.  

This work  applies the methodology stated hereunder: 

1. Investigate the problem of IdM in general, and particular within the 

context of cloud computational model, in order to specify the scope, 

boundary, trends, challenges and possible solutions. 
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2.  Determine the: 

a. IdM landscape, standards, classification scheme , security measurement 

and entity authentication assurance. 

b.  Baseline capabilities and mechanisms of identity management for 

mobile applications and environment. 

c. Open identity trust framework. 

3.  Define  the Criteria for assessing the level of protection for personally 

identifiable information in identity management. 

4. Examine available approaches, methods, tools and products of IdM. 

5. Propose a Framework for open distributed environment, and give the 

requirement, justification, limitation, constraint related to the model.   
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1.5 THESIS OVERVIEW AND ORGANIZATION 

This thesis consists of five chapters including the introductory 

chapter  that contains of significance  of study , statement of the problem, 

methodology and approach for this study. 

Chapter two that contains:  Concept and Background about cloud 

computation and Identity management in part one , and  literature review 

and main findings in part two.  

Chapter three includes cloud computation & identity management 

challenges and threats, available solutions for cloud computation & IdM 

challenges and threats, and state of art of solutions approaches 

(frameworks). 

Chapter four present proposed framework . 

 And finally, chapter five covers the overview summary, 

conclusions and suggestions for further research.  
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CHAPTER TWO 

LITERATURE STUDY 

2.1 PREFACE  

This chapter reviews cloud computing definition, characteristics, 

services and deployments; Identity Management and distributed 

environment identity management in part one. And illustrates literature 

review in part two, to benefit from their methodology and mean findings. 

Part One: Concept and Background 

2.2 CLOUD COMPUTING  

Cloud computing phenomena and related conditions and environment 

have been under study by different scientists and researchers. Many pieces 

of research have been conducted to investigate such phenomena. A lot of 

papers were written on this subject. One of the main topics related to security 

of inter cloud is the identification of users and resources. 

2.1.1 CLOUD COMPUTATION DEFINITION  

U.S. National Institute of Standards and Technology (NIST) defines 

cloud computing as : 

 “Cloud computing as a model for enabling ubiquitous, convenient, on-

demand network access to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, applications, and services) that 
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can be rapidly provisioned and released with minimal management effort or 

service provider interaction”. (The NIST Definition of Cloud Computing. 

(Peter & Timothy, 2011). Figure (1) shows NIST Visual Model of Cloud 

Computing Definition.  

 

Figure (1): NIST Visual Model of Cloud Computing Definition 

 

Cloud computation is based on Internet computation, where shared 

software, information and resources are offered to devices and computers on 

demand. It offers persons a way to share distributed services   and resources 

that belong to various organizations. Since cloud computing is used the 

distribution of resources in an open environment, it is important to provide 

security and confidence for the exchange of data for  development of cloud 

computing applications. This is an overview of cloud computing. 
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2.2.2   CLOUD COMPUTATION CHARACTERISTICS,  SERVICE 

AND DEPLOYMENT MODELS.  (PETER & TIMOTHY, 2011) 

Cloud computation is to provide of computation services among the 

Internet. Services of Cloud allow persons and organizations to use hardware 

and software managed by third party in far-off locations. Services of cloud 

examples include social networking sites, online business applications, e-

mails and online file storage. Model Cloud computing permit access to 

computer resources and information from anywhere a network connection is 

available when a network connection is available from anywhere. Cloud 

computation supports a common set of resources, containing data 

networking and computer processing power and storage space and 

applications and users specialized companies. 

Model of cloud computation allows access to computer resources and 

information from any place a network connection was on hand. Cloud 

computation provide  a shared common set of resources, like specialized 

corporate, computer processing power, storage space for data, user 

applications and  networks.   

NIST definition clarify five essential characteristics of cloud 

computation: 

1) Pooling of Resources – means that customers draw from a pool of 

computation resources, Normally in far-off data centers.  
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2) Broad network access – allow it to provide services over the private 

networks or Internet , different kinds of capabilities were obtained 

over the networks and accessed by the standard mechanisms (for 

example laptops, mobile phones). 

3) On demand self service - Organizations (customer) may be request, 

manage and used their own computation resources, like network 

storage and server time, automatically when needed without any 

human inter-action with each service  provider. 

4) Measured Service – Using of the services is measured, then  customer 

can get the bill directly. Control of Cloud systems  and optimize 

resources use automatically by supplying  a metering capability. 

Resource usage may be reported,  managed and controlled, providing 

transparency for  the consumer and provider of the utilized services.  

5) Fast flexibility - Services may be scaled smaller or larger, to the user.  

The capabilities available for supplying frequently seems to be 

unlimited and maybe bought every time in the quantity needed.    

  Cloud service models are:  

1) Cloud Software as a Service (SaaS) - Applications together with any 

required network, operating system, software, hardware  were   hosted 

by service provider. This capability make it available to customers  

from various client devices through networks, as the Internet.   
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2) Cloud Platform as a Service (PaaS) – Hardware, network and 

operating system are offered, and customer develops or installs  its 

own applications and software. This provides the ability to the client 

to deploy to cloud infrastructure by acquired applications that have 

been created using tools and programming languages offered by the 

providers.     

3) Cloud Infrastructure as a Service (IaaS) - the customer develops or 

installs the software, operating system and applications for the 

hardware and network. This ability is provided to client to  storage, 

provision processing,  and other original computation resources, after 

which, the consumer can runs and deploys applications  and operating 

systems.   

The NIST definition defines four deployment models of cloud services: 

1) Internal cloud (Private cloud) – The cloud resources is functioned for  

specific organization. It can be monitored and managed from a third 

party or the organization itself.    

2) Community cloud – Infrastructure of the cloud is shared by many 

organizations and  provides a community that sharing concerns. The 

infrastructure might be functioned and owned by a cloud service 

provider or the organizations itself.     
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3) Public cloud - cloud   resources owned and operate by cloud provider   

like storage and applications. Then it will be  available to  public or a 

lot number of organizations.  It is owned by an institute that sell cloud 

services  

4) Hybrid cloud -  which uses a mix of (community, private or public 

cloud) that remain unique entities, although bound collectively by a 

common technology that enables application and data.  

 

 

2.3  IDENTITY MANAGEMENT 

  

On the internet, each user has multiple profiles and have write access for 

many different applications, provided by different service providers. This 

make many challenges to the service providers and users, in forms of 

security, synchronization of shared identities, etc. However, a strong need 

for a trusted genuine identity system across the internet and unambiguously 

identifying users and within enterprises. Federation of identities maintained 

by the multiple service providers on the cloud is very essential to the 

application integration and cloud based service composition. In this respect, 

an expected issue is the naming heterogeneity. Different factors used by 

different service providers for authentication such as email ID, PayPal ID, 

account number, etc. 
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Previously, in classic environments the user identity mapping has been 

one-to-one, while it is one-to-many, many-to-one and pseudonyms in cloud 

environment. User uses a pseudonym when he does not want to his  identity 

to be followed while he crusades various sites. 

Another issue is setting of trust between the service providers in the 

federal world relationship. Currently, it is based on frame by the local 

authority policy files, depending on various factors like the domain trust 

information automatically fed in by the trust authorities. This model is 

inflexible, so it does not meet cloud computing demands. Scenarios of Cloud 

require dynamic authorization and dynamic trust propagation. 

Identity Management  is a job which is submitted to managerial  of  

persons authentication in a system and right of entry resources authorization   

of the system reliant on the related restrictions and rights.  

Because large number of customers and services exist, identity 

management is the essential activity in a cloud computing environment. 

Several persons are accessing to use cloud services. This requires managing 

and storing identities for security reasons and providing  a trust based 

solution. So identity management task is to provide right of entry control to 

services based on attributes of resource  and attributes of Users are essential 

for access control to services. Identity management systems are a great cloud 

computation environment federated concept of identity also involved a lot of 
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providers of cloud services to meet specific customer needs. To manage 

different identities for such a user in  an environment is a challenge and 

difficult issue. Current system still have the concept of federation, which is 

not for cloud applications. in the Federal Cloud environments, must allow 

for setting the resources and users and also to interoperability support 

through multiple identity fields. In such a scenario, users should be able to 

access various services and resources provided by any providers of services, 

when they are authenticated in the Inter-Cloud interface (Christian et al., 

2007). One obstacle associated with such situation is how to release users 

from the burden of authenticating with resources from multiple Cloud 

providers, that is,  since each Cloud has a mechanism of authentication, a 

standard methods that provides Single Sign- On (SSO) authentication inside 

Inter-Cloud environments could be deployed. This must be applied both for 

provider-provider and customer-provider interactions. Achievement of SSO 

issue in federated environment occurs through the allocation of trust that 

allows a person to act on another person’s behalf. This is very important. 

when services and resources of different service providers are involved in 

serving an Inter-cloud application, and it may be redundant, or very 

expensive to authenticate each and every time a user or application needs to 

access the resource. One method of delegating trust that is effectively used 

is to make use of proxy certificates. 
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Identity management object is very sensitive for cloud computation 

environment. The remote access and management of user credentials are 

creates privacy concerns and it causes many challenges and threats. (Naqvi    

et al., 2009) (David et al., 2011).  

 

2.4 IDENTITY MANAGEMENT IN DISTRIBUTED ENVIRONMENT 

Identity management in distributed environments, has been  recognized 

challenge. An example of this issue is the emergence of cloud computing,  

and specifically federated inter-clouds, only on a much larger scale and 

requiring more general solutions. several projects and  groups   identify the 

motivations, motivations, challenges and issues surrounding Federated 

Identity Management (Massimiliano et al., 2012) (Bernstein  &  Vij, 2010). 

In traditional IT environment, service provision of Identity management     

is able to perform either through what possessed by user, characteristics, 

attributes that make up the identity of the real world to the user, through 

something assigned to the user by a third party entity or by something the 

derives from a user’s attainments and Passage. (Tewfiq &  Jean, 2007) (Cao 

& Yang, 2010), this can be classified services required to facilitate identity 

management in these categories: 
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a. Identity style service, where the user is identified using trust records, 

history access records, reputation,  and honor .   

b. Identity service attribute, where the user is identified through specific 

attributes that are compatible with real-world entity 

c. Identity ID service, where the user is identified through the allocation 

of specific identifiers, like e-mail or identity card  number. 

d. Identity accreditation service, where the user is identified through the 

adoption of a pre-set credentials like a digital certificates. 

While we move on to grid computing and deployment of distributed 

systems, where it is the sharing of services and resource within Virtual 

Organizations (VO), identity management services have to support secure 

and seamless access to qualified users regardless the location the requested 

resource  (PICOS, 2015) (FIDIS, 2015). on the basis of architecture, this 

identity management systems be able to classify as : 

1. Centralize, wherever the central entity is in charge  for the 

implementation of user defined, which is necessary for user 

identification  and authentication. prior to accessing the requested 

service or resource, user must get authorization from this entity. This 

mandatory interaction brings up the disadvantages of this approach 

about privacy weaknesses and administration with the cross-domain 

access control and obstacle privilege delegation . The well-known 
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systems like this approach are PKI (Chang et al., 2001) and Kerberos 

(Kerberos, 2015).  

2. Federate, That is based-on trust creation between the parties involved 

relationships. After all users mutually agree on standards, techniques 

and agreements, they form trust relationships and are then it is 

necessary to provide legitimate information for their users requested 

by other trust  user. Each relying party be able to still select its favorite 

identification service. But, once the user is authenticated to the domain 

successfully, she/he has the ability to get personalized services 

through the federal domains, through the capability of her/his identity. 

Well-known systems depend on this approach involve Liberty 

Alliance Project (LAP, 2015), Shibboleth (Shibboleth, 2015)  and 

Web Services Federation (WS-Federation,  2015). 

Part two: Literature Review and Main Findings 
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2.5  LITERATURE REVIEW 

Cloud computing phenomena and related conditions and environment 

have been under study by different scientists and researchers. Many pieces 

of research have been conducted to investigate such phenomena. A lot of 

papers were written on this subject. In the following paragraphs a summary 

briefing the literature review is provided.  

Ajay & Prasun in 2013, realize that the feature of virtualization and large 

scale distribution has carried out the cloud computation idea. Regardless of 

its acceptance, most of the initiatives are still cautious regarding having 

clouds totally. This may be attributed partially to the features of identity. 

However, there are many who realize that it may be due to other factors such 

as access management, monitoring, auditing and reporting. The old-style 

access management will not serve in the cloud context indeed. Each initiative 

is in need for monitoring its staffs and related services, and this will help in 

the process of auditing. It is preferable to go for centralization in monitoring 

accompanied with a central access management at the enterprise level to 

assure coordination between contact management and observing as a service 

provided.  
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According to Yasir Saleem & et al in 2012, cloud computing is evolving 

technology with economic calculations with regard to associated 

infrastructure. It supplies the facilities based on of “as you pay as you go”. 

Confidentiality and safety are at the top level in the risk considerations in 

cloud data administration environment. Privacy of the data may be 

influenced when cloud users are not alert regarding the “location of the data 

kept on servers”, data isolation constitutes a major obstacle during the 

process of storing the data. Also, identity management may provoke a 

problem to be solved by the cloud users themselves, with all these issues in 

mind, their research proposed a model for improving  the confidentiality in 

the cloud environment and security of the data. Single Sign on uses various 

identity management tools for improving the confidentiality and safety of the 

cloud operators including, OAuth, OpenId, and SAML etc. The paper 

pointed out the fact that safeguarding the identity management constitutes an 

important tool in the process of securing our permissions and entree 

management that provides security in the provision of the cloud data 

management situations. 

Peering in mind the fact that : mitigation attack in cloud environment 

questions secure computation in cloud environment, Ushadevi & Rajamani 

in 2013, suggested a real time service and positioning tool with the purpose 

of accessing  the cloud assets securely in the cloud environment. The identity 
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management, security situations, data management facilities are produced, 

collected and positioned at runtime. The active nature of the survive structure 

and organization provides safety for the service suppliers and cloud servers. 

The mentioned services collected are deployed in cloud servers in a selective 

way; the choice of server is done randomly. The cloud user may be achieved 

by the deployment of facilities in order to be able to make any required 

changes on their data that are out sourced them. However, it is worth 

mentioning that whatever the data, could be achieved only by the positioned 

facilities, there is no difference between the service suppliers or consumers. 

The paper concluded that the suggested technique may help reducing the 

internal attack and amount of guessing attack. 

As mentioned earlier, cloud Computation is thriving daily and this 

booming is expected to continue in the future. Dealing with cloud computing 

raises some safety and circulation associated questions. Weight Harmonizing 

may answer such type of questions. RBAC work with these as well. Taking 

these ideas into accounts, Ruhi in 2014,  suggested a tool that relates hybrid 

of FCFS with RBAC technique. RBAC may allocate parts to the consumers 

and consumers with a specific character may only have access to related 

specific document. The paper suggested that identity management and access 

management could be totally applied through this tool. 
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A research by Bing & Chengxiang in  2012, indicated that the moving 

developments of networks, particularly, Internet of Things, electronic 

identity management in cyberspace enjoys crucial role. Personal identity 

situations in cyberspace related to persons in real world has become 

substantial and crucial mission in the future growth of information creation 

in China. The paper proposes a RFID-based electronic identity security cloud 

podium in Internet to gadget a valuable security management of replicated 

individual identity, and plans and grasps a durable and persistent security 

cloud service platform, and argues key technology tools, including single-

oriented spread, security cloud service, multi-level privacy protection 

instrument, great frequency RFID with electronic identity cards, security 

separation and security authentication methods for the electronic identity 

cards, and margin security entry protection, also it may be applies well to 

manage personal identity with the default roles of citizens in cyber-space like 

E-Business and E-Government, and the electronic identity security stand has 

been primary applied and achieved good possessions in submissions. 

David & et al. in 2014 realized the fact that OpenStack is an open source 

cloud computation scheme with global acceptance. Where some  cloud 

deployments may be detached, safe federated public clouds, ( for example, 

inter-clouds), are required. So, there should be techniques for federated 
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identity management (FIM) to help in the authentication and authorization 

processes. This is to assure flexible enforce across federated environment, 

taking into account the presence of  different FIM protocols today. The  paper 

addresses the aim behind adding protocol sovereign united personality 

management to the OpenStack facilities. Characteristics of the cloud 

architectures delay usage of practices while achieving end-users’ and 

companies’ obedience needs taking into accounts infrastructural as well as 

commercial factors, such as sustainability in case of cloud-side interruptions, 

identity management and off-site corporate data handling policies. His article 

overviews recent attempts at formal definitions of cloud computing, 

summarizes and critically evaluates suggested definitions, and specifies 

obstacles related with its further explosion. Based on the conclusions 

achieved, future guidelines in the field of cloud computing are also briefly 

assumed to include deeper focus on community clouds and strengthening 

innovative cloud-enabled boards and procedures such as tablets, smart 

phones, as well as performing applications. 

 Prasanalakshmi & Kannammal in 2012, indicated that the difficulty of 

scheming, fitting, shaping, positioning, and supporting the system with 

resources may be abolished with this approach, supplying more benefits to 

agencies. But such models may raise some authentication difficulties for 

agencies that depend on outsourcing. The paper describes the application  of 
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Security Assertion Markup Language (SAML) and its competences to 

supply  Secure Single Sign-on (SSO) solutions for externally hosted 

applications, including security measures for federated identity management 

systems that use multifactor authentication, that also includes Biometric 

identification. 

Ramkinker & et al. in 2013, highlighted the idea that cloud computation 

is spreading. Personal Health Record (PHR) is evolving in the surface. Due 

to sensitivity of the records kept, safety and efficient allocation practice are 

in need now. Patient information stored in a third party. Based on these facts, 

the writers suggested using Attribute Based Encryption (ABE) that can 

supply users with only required necessary information and disseminating the 

key of those characteristics”. Taking into account the fact that Hacking of 

user profiles is a common scenario, they proposed introduction of a trust 

based dynamic reputation to further strengthen the security of PHR.   

Elisa & et al. in 2013, highlighted the fact that digital identity 

management facilities are important in cloud computation infrastructures 

with the purpose of authenticating  clients and provide supported supple 

access monitoring to facilities, based on previous interactions and users 

identity characteristics. This may help in the preservation of the users’ 

confidentiality, while improve interoperability across fields and simplify 
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administration of identity certification. In their paper they suggested 

addressing such needs taking into accounts using zero-knowledge proof 

protocols, semantic matching techniques and high level identity verification 

policies given in the forms of identity attributes. Their paper also describes 

the major tools adopted and method of improvements. 

Rizwana & Sasikumar in 2013, presented an analysis for different 

identity management systems and proposed a simple trust based program for 

cloud computation to be applied and put in service, the characteristics and 

techniques supplied by different suppliers made good market for the 

business, They concluded that different safety obstacles should be given 

more attention.  

Libor in 2012,  provided an overview on cloud computing, and indicated 

that cloud computing is a cost-effective option for acquiring and there is a 

rapid movement in the processing resources of corporations, scientific 

applications and individuals as well as different obstacles that should be 

fronted. While academia faces to obtain a brief description, businesses prefer 

to concentrate on competitive advantage it may obtain. Individuals see it as 

a way of raiding up data through times or a suitable backup solutions. Based 

on his conclusions achieved, future guidelines in the field of cloud 

computing are also briefly assumed to include deeper focus on community 
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clouds and strengthening innovative cloud-enabled boards and procedures 

such as smart phones, tablets, in addition to performing applications.  

Pelin & et al. in 2010, realized that units (e.g., clients, facilities) should 

authenticate themselves to service suppliers   to use their services as entities 

supply personally recognizable information as Personally identifiable 

information (PII) exclusively classifies it to an service suppliers.  The 

researchers suggested an entity centric approach for Identity Management in 

the cloud based on unnamed identification (to mediate relations between 

cloud services and the entity using entity’s confidentiality policies) and 

active bundles (each including privacy policies, a payload of Personally 

identifiable information , and a virtual machine that enforces the rules and 

uses a set of defense devices to guard themselves). The major features of this 

approach are: no third party required, give least amount information to the 

Service Provider and affords facility to use identity information on untrusted 

host.  

Smita & Deep in 2014, discussed the confidentiality issue and various 

types of identity management tool used for conserving the privacy. Taking 

into consideration that cloud computation is supplying inexpensive on 

demand facilities to clients, pervasive network, large storage capacity due to 

these structures of cloud computing web applications are moving towards 
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the cloud, and because the web application migration, cloud computing 

platform raised a lot of matters as secrecy and safety. Thus, privacy matter 

is main concern for the cloud computation. Privacy is to maintain the 

perceptive information of the cloud consumers and the key  issues of the 

privacy are the use of non-authorized secondary, absence of operator control, 

unclear responsibility. For dealing with these confidentiality issues Identity 

management method were used. The paper discusses the confidentiality 

issue and dissimilar kinds of identity management techniques used for 

maintaining the secrecy.    

Andrew & Jeffrey in 2011, suggested that the applications in the markets 

are gradually wrapped as network facilities run in the cloud under a service 

providers control. Users of these services do not  have sources in the 

determination if these services are reliable, beyond the assurances of the 

service provider. The paper  showed how the user would be able to gain 

insight and trust into service application by leveraging trust in fair third 

party. A reliable cloud provider might be active as an origin of  trust to show 

cloud  hosted facilities to their customers reliable platform cloud. The 

researcher have prototyped this approach in a trusted platform as a service 

cloud provider supporting a Python/Django web framework .The cloud 

provider covers examples of service applications and shows their Python 
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source code to outside users. Once launched and attested,  service instances 

run with an independent identity and are isolated from interfering by the 

cloud customer , except through well-denied  operator borders that are part 

of  the service categories  and subject descriptors. 

Mauro & Zair 2012, analyzed research works on access in a cloud 

computing environment. They  indicated that  authentication and access 

authorization should be prioritized in the area of computer security for 

protection of personal identifiable information contained in a cloud provider. 

Also, to protect users as well as providers of cloud services, security should 

be shared by reliable sources and also well-match with others in the 

federation. The researchers believe that this work explores the access control 

device in the cloud.  

The paper by Sarah & et al. in 2013, preformed a research aiming to 

evaluate cloud computing to lay the basics of an "Architectural Framework 

for Trusted Cloud Computing" (AFTCC) that will allow businesses to lower 

their expenses by outsourcing their processes on-demand by verifying the 

confidentiality and integrity of their data and computation.  

Having focused on creating the Software Architecture for trustworthy 

Cloud Computation, the research shows the weaknesses and strengths 

defined in the previous works that performed until now in Architectural 
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Framework for Trusted Cloud Computing and its elements and the way they 

fit in, and defines the most recent systems and researches that follow it to 

some degree.  

The paper prepared by Ardi in 2014, discusses identity management 

became a critical subject in the cloud computing environments, that 

usernames, passwords and other data that is used to distinguish, authorize, 

and authenticate users for a lot of different hosted applications needs to be 

controlled by cloud providers. The fact that all the breaches that existed on 

non-cloud solutions are existent in the cloud at the moment was pointed out 

by the article, and other problems and breaches have been introduced as 

individuals are able to manage identities of users when they send data to the 

cloud. The identity management of users when they receive information 

from the cloud would be second. And, Identity management when 

information is transferred from cloud to cloud would be third. The article 

examined some of the well-known identity management systems, together 

with a few well-known cloud providers and their hard works together with 

some known cloud providers and the efforts to regulate their exclusive 

identity solutions using some of the pertinent technologies as Simple Cloud 

Solution Management (SICM), Security Assertion Markup Language 

(SAML). 
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Janaki & Durga in 2013, in their paper, demonstrates a rising method, 

named user centric identity management, that concentrates on cost 

effectiveness and usability from the point of view of the user. A few of the 

identity models demonstrated before, particularly, the federated model, were 

due to the necessity of simplifying the user experience. The main notes from 

this paper are that, although there are many realistic issues related to dynamic 

security. The research concentrates on deriving a better method which targets 

these concepts, and gives a practical solution for the cloud computing 

security dangers. The  purpose of this research is to enhance cloud security 

by utilizing identity based cryptography in user centric identity management. 

The paper indicated that an entirely new method is required for the 

improvement of users. It seems ordinary to put forward the automation of 

identity management at the user’s side. However that users might manage an 

inevitably increasing amount of credentials and passwords by memory or 

other elementary ways is totally fictional. 

Roshni & et al. 2013, studied cloud computation as a new trend of 

computation concept that presents a scalable resources on demand. It is being 

under attacks and have risk for data confidentiality. The researchers 

reviewed different identity management frames that proved to be helpful in 

making cloud environment more safe.   
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The main remarks of this study writers were:  

1) Identity Management System  provides the management with 

multiple digital identities. And decides how to reveal 

individually particular information (PII) of entities to obtain 

exact service. 

2) IDM does the following tasks :  

a) Set up identities: comparing individually particular 

information with a user.  

b) Describe identities: delegate attribute identifying a user.  

c) Record the uses of identity data: store the personality 

movement in a system.  

d) Destroy an identity: after the completion of the work 

personally identifiable information of the user become 

unusable.  

3) Identity Management use one of these categories of identifiers:  

a. Identifiers that both a user and Service Provider know.  

b. Identifiers known by Providers may verify via these 

providers. 

c. Identifiers that an entity is unique markers(on example 

retina). 
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Adrian & et al. 2007, The contribution of this paper may be shown in the 

technology to be used to directly improve and support the process of 

federated identity assertion. The technologies used connect earlier work on 

policy enforcement and model based assurance, on the believe that such 

technologies address identity management in various methods apart from 

usual focus for Identity Management, which frequently address or improve. 

with no addressing the identity assurance matters. It is improbable that 

federated identity systems will be applied for lots of enterprise duties. The 

problems of federated identity assurance are not frequently discussed. 

Based on the findings paper concluded that : 

1) Federated identity management constitutes problematic area, taking into 

account technology, standardization and research.  

2) Identity assurance puts important, different and often ignored viewpoint 

on the problem, indicating that frames for assurance become essential. 

3) There is big scope for using technology for shaping and defining 

framework. 

4)  Particular. The assurance modelling toolset indicates how one be able to 

use technology to determine what information needs to be shared. 
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5) Finally, the significance of automation of controls in easing running costs 

(availability of enhanced audit information and modifying risk 

mitigation landscape) is highlighted. 

Kari  in 2009, pointed out the main problems facing cloud 

computation as follows :  

1) Services as Facebook, MySpace and YouTube are more or less well-

known to everybody, of course there is Google, which launches new 

services all the time. However, this vast amount of services create a 

problem, Internet users have to be active to remember the many pairs of 

user name/password of these different services.  

2) As of security outlook, main problem in OpenID seems to be its 

weakness in the application. 

The major results of the paper were as follows: 

1) Majority of the applications need information concerning users than just 

an identifiers. 

2) Such information may be generated either by users who input the values 

or from attributes received through authentication.  

3) Storing these values locally creates duplication of the information and 

pushes users to maintain them manually.  
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4) OpenID has obtained amounts of popularity. With popular service 

suppliers starting supporting it, it became  popular. However  It is 

strength (being open) has became its limitation. 

5) If service needs any additional information, it may generate that from 

user, confirm it, when it is necessary, and store it locally. 

6) Protocol’s weakness for phishing is also an issue to be studied and 

solved.   

Audun & et al. in 2007, summarized the major problems facing cloud 

computing as follows: 

1) The quick growth in the number of online facilities that leads to 

increasing numbers of various identities needed by every user to manage. 

2)  Lots of people feel overloaded with identities and badly affected from 

password exhaustion, a problem that makes people unable appropriately 

control and protect their digital identities against identities theft.  

3) Lots of identity management systems are planned to be scalable and cost 

effective from the view of the service provider (indicated Service 

Provider in future), which sometime create poor usability and 

inconvenience from the users' perception. 
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4) Being Service Provider centric, traditional identity management systems 

have largely overlooked the fact that very frequently, equally important 

for users to be able to authenticate Service Providers, the same for 

Service Providers to authenticate users. 

The paper proposed a general approach to make users better and be able 

to control and manage their identities, as well as in the creation of more 

secure identity management solutions. In particular, a user-centric 

approach based on hardware and software technology on the user-side, 

aims at helping users accessing online services. 

A quantitative research by Simon &Stuart in 2014, aiming to determine 

the relationship between the organizations’ security management framework 

and the virtualized environment’s security conditions was used by Simon 

Tran, Stuart Gold who worked on the problems of Virtualization Security. 

Their study aimed to examine the relation without manipulating the 

examined situation, descriptive quantitative research becomes the best way 

to examine the situation. The approach tackled the problem statement of the 

research by requiring an explanation of the relationship among variables. 

The research’s results showed the quality of information system leadership 

to the IT managers. IT managers have to enhance their skills consistently. 
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They must also look for ways that might work better in training and obtaining 

knowledge.  

This research proposed that the virtualized environment was for server 

platforms. Virtualizing end users’ workstations or servers in demilitarized 

zone will create a vague area. Should server IT managers have the 

environment from the support and security perspective? Alternatively, 

should that environment be shared, and how would it be shared? Such 

questions require much more research in the field. 

Amir & Thomas in 2005, proposed a Framework for an Interoperable 

Electronic Identity Management System, considering that electronic identity 

(eID) tokens have been rolled out to the citizens of several member states in 

the European Union (EU). Giving a method of Identification, Authentication 

and electronic Signatures (IAS) to individuals for online transactions is the 

primary aim of these eID tokens. Member States made heavy investments to 

build the e-government and the infrastructure services to support eID tokens. 

Meanwhile, the electronic identity management systems of Member States 

lack the wanted interoperability aspect. After studying the current system, 

the researchers proposed a simple solution to solve some of the major 

interoperability problems.  

The paper suggested a framework that provides an interoperable solution 

that could be accepted publicly if it met some simple conditions. The solution 
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must be able to grant advanced security but not compromise the privacy of 

citizens. 

The paper considered eID tokens to be the upcoming linking tools 

between citizens and public sector and concluded by saying that they are 

being issued to citizens across Europe by Governments. The framework 

provided solid steps to secure citizen’s privacy while granting better security.  

Harshit & Sathish in 2015, suggested a Control Framework for Secure 

Cloud Computing, and indicated that the big uprising technology in the 

Information Technology (IT) industry is Computing, and that it will affect 

businesses of any size, but the security problems will still make a big threat 

on it. The privacy and security problems existing in cloud computing have 

been proven to prevent its widespread adoption. The paper viewed these 

problems from a business perspective and the way they damaged the names 

of large companies. From the available literature review on current problems 

in cloud computing and the way they are dealt with by the Cloud Service 

Providers (CSP), the studiers proposed a governing body framework 

designed to solve those problems by creating a relationship through the CSPs 

where the potential threats on data might be generated using past attacks on 

other CSPs. The proposed governing body shall administrate Policy control, 

Data Center control, user awareness, legal control, as well as performance 

estimation solution. 
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From the perspective of organizational control, the paper proposed an 

automated control framework that includes independent governing aiming to 

mediate between the user and the cloud provider. In addition, the governing 

body is meant to be obligated to ensure the security of cloud based data 

center, implementation of a secure policy & control, increase the user 

awareness about security methods deployed, handling the legal matters, 

resolution of disputes, evaluation of performance and providing practical 

solutions. A short representation of the suggested framework that uses 

security parameters to compute the threat index, so that the governing body 

could use it to accomplish their tasks and employ it in the implementation 

and planning of the security policy to keep the organization in control from 

the cloud computing privacy and security problems.  

Unauthorized Access in the Cloud Computing Environment was detected 

by Rasim & Fargana in 2014, so they proposed a method to expose 

unauthorized access to the cloud infrastructure. Collaborative Filtering 

Algorithm constructed on the cloud model was used to build the process. By 

modeling the ordinary actions of cloud users in the form of a cloud models, 

and comparing them with each other by utilizing the cosine similarity 

method. After using the collaborative filtering method, the deviations from 

the normal behavior are evaluated. If the deviation values are higher than the 
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set limit, the user who was permitted to the system is evaluated as illegal, if 

not, he is evaluated as a real user. 

The paper, proposed a collaborative filtering algorithm built upon the 

cloud model to be utilized to detect the masquerade attacks in the cloud 

infrastructure. 

 The paper pointed out that the model could aid in identifying similarities 

between the users on the basis of the cloud model. While utilizing the 

similarity measurement method based on the cloud model, it doesn’t demand 

a strict comparison between different users’ score value of operations.  

     MAIN FINDINGS OF THE LITERATURE REVIEW 

In Cloud computing, Identity Management is regarded as a critical 

security obstacle to assure and manage safe usage in excess of multi-provider 

Inter-Cloud environments with allocated security mechanisms, 

communication infrastructures, policies and processes. 

A lot of work on this particular issue was undertaken and found to be 

useful in providing a background on Identity Management in cloud 

computing and related issues. Some of this work was impractical (gave 

unpractical background basis about the subject). Others was practical by 

focusing on the frame of the research’s undertaken. Methods followed by the 
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researchers were covered and highlighted to show the major issues that play 

a crucial role in delaying the advancement of the sector. 

Some  papers presented the major identity management challenges and 

threats in the Inter-cloud including, (David et al.,  2011)  

(a) Inter-cloud resources’ identification and naming,  

(b) Identity information Interoperability in the Intercloud,  

(c) Inter-cloud’s life cycle identity management, and  

(d) interactions using single sign-on on the Inter-cloud.  

 Other papers talk about issue, of privacy and types of identity 

management methods utilized for protect the privacy summarizing other 

methods of Identity Management such as  Microsoft Windows Card Space, 

Open ID, and PRIME (Privacy and identity management for Europe).  They 

focused on its limitedness, like a main limitation of the Window Cardspace 

is using a single layer authentication method and another is using a third 

party authentication methods, and a major limitation of PRIME is that it 

needs the SPs and the user agents to use the PRIME middleware, and OpenID 

is usually endangered by phishing attacks as in many IDMs, phishing in 

OpenID is a major issue. Although the security token might not transmit 

passwords, the user might be tricked into accessing the phisher's website by 
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the attacker, and that website site may take any security token the user gave 

requesting data such as a credit card number. The user's password will not 

be acquired from the faked website, but the phisher might acquire other 

important information. However, handling cloud computing encounters 

many traffic and security problems that must be dealt with. One of the 

solutions to this problems is load balancing. RBAC provides such answer. 

Because of that, Access management and Identity management are executed 

by the use of this method. 

While a lot of cloud deployments might be stand-alone, it is obvious that 

secure federated community clouds, i.e., inter-clouds, are needed. Therefore, 

there should be methods that allow flexible enforcement of authorization and 

authentication across federated environments for federated identity 

management (FIM). Studies on this matter aim to add protocol independent 

federated identity management to the Open Stack services. After showing a 

convincing secure cloud federation example, and demonstrating the 

conceptual design for protocol independent federated access, a detailed 

federated identity protocol sequence is presented.  

Managing digital identities on cloud SP (SAML-Security Assertion 

Markup Language) which is an open standard protocol used to exchange 

authentication and authorization data between two different security 

domains. SAML is a secure based XML communication mechanism that 
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shares identities between multiple organizations and applications and has the 

ability to eliminate most passwords in the cloud and enables SSO. 

Some  researchers suggested an approach that does not depend on a third 

party, and provides a minimum amount of data to the Service Provider, and 

gives the capability to utilize identity data on hosts that are not trusted.  

Another approach suggested by some researchers secures the identity 

management, and to be appeared powerful way to secure your authorization 

and access management by making it safe to provide a secured cloud data 

management environment. 

One suggested approach includes the use of the FCFS and RBAC 

technique hybrid. RBAC gives roles to clients with certain roles who could 

access only a certain document. Therefore, using this technique eases access 

management and identity management. 
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CHAPTER 3 

IDENTITY MANAGEMENT CHALLENGES, THREATS AND 

AVAILABLE SOLUTIONS 

3.1 CLOUD COMPUTATION CHALLENGE AND THREATS: 

Cloud computation consists of three parties: Cloud user (Customer), 

Cloud Network and cloud Service Provider (CSP). And many security 

challenges faced  at different levels and threats, like challenges and threats 

at user/host level, network Level and Cloud Service Provider  level. These 

challenges and threats must be dealt with since it is necessary to keep the 

cloud up and running continuously (Umme et al., 2014):   

1. Least Privileges: Least Privilege: Every program and every user of 

the system should operate using the least set of privileges necessary 

to complete the job. Primarily this principle limits the damage that 

can result from an accident or error (Jeff, 2003). 

Privilege access Management constitutes one of the major identity 

challenges beside traditional logging and audit requirements, access 

privilege wants to be a judgment mechanism also. while, nearly all of 

the enterprise applications suffer from roles mismanagement, and the 

infringement of isolation of duties, thus the reporting for failure or 

success actions on this side is critical (Umme  et al., 2014).     
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Threats: Attacks on connect to the network or identity services, like hogging 

resources or DDoS attacks, may degrade the performance or risk availability 

of an Identity management system. If there was a need for high availability 

or performance, you should consider redundancy and failover options. 

2. Openness: Because Management is still developing, and therefore, 

developing a well-established standards is not yet, leading to issues such as 

lack of openness and vendor lock-in. Openness is critical, so it may be put 

converters in the future to be developed to ensure scalability and 

interoperability. Moreover, in view of the fact that identity information can 

be accessed by malicious or unauthorized intruders/users (Umme et al., 

2014). 

Threats: Acceptable security (monitoring, authentication access control, 

encryption, etc.) mechanisms are needed to take place for administration 

interfaces and accessing identity; else, unauthorized access over the 

network (eavesdrop) will be a major risk factor.  

3. Identity theft : Cloud IDMS have to subscribe to the rule of least privileges 

and continue to use the workflow for more approved mechanism. However, 

since less privilege not involves only fixed resources and roles, but also the 

statement of the complex, and   changes (technical and non-technical). 

Several of the Cloud IDMS Distributed operations today effective access 
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rights dramatically over even provided users who don't require access those 

rights (Umme et al., 2014).  

Threats: Excessive rights to use provisioning conduct a lot of critical 

security issues containing identity theft, accidental access, unauthorized 

disclosure, and fraud. 

4. Availability, Confidentiality: The goal of availability for cloud computing 

systems (including applications and its infrastructures) is to ensure its users 

can use them at any time, at any place, Confidentiality It means keeping 

users’ data secret in the cloud systems (Santosh & Goudar, 2012). Cloud can 

be accessed through several applications and devices when increase the 

number of access points. 

 

Threats:  

Unauthorized disclosure, The threat of not have permision admission of 

identity credentials from strangers and employees   (intruders/users) (Umme 

et al., 2014). 

5. Trust Management : Trust management between the subscriber and Cloud 

identity provider will be  one of the critical points that today’s Cloud Identity 

Management systems must be handled.  
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Threats: confidence is a personal term and context-sensitive term which is 

making it very difficult to choose a Cloud identity provider with trusted 

identity services.   

6. Integrity: Data integrity In the cloud system means to preserve information 

integrity (Santosh & Goudar, 2012). Integrity of information stored in the 

Cloud and identity data needs great and immediate attention.   

Threats: Identity data and information lost or stolen (Umme et al., 2014).  

In general, IDMSs are vulnerable to different performance and security 

bottlenecks, that limit their common adoption as a possible solution for 

secure, trusted, protected and dynamic Cloud environments.  

3.2 IDENTITY MANAGEMENT CHALLENGES AND THREATS  

Identity management in an enterprise is a collection of technologies and 

processes  to secure and manage  access to the resources and information   of 

an organization and also to protect profiles of users which include 

information of customers. The evolution of the emergence of the Intercloud 

notion and cloud computation bring up many identity management 

challenges as in table (1).    
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3.2.1 INTERCLOUD RESOURCES IDENTIFICATION AND NAMING 

Various types of shared resources in the cloud computation model puts 

the infrastructure of cloud computation users  want to make  sure the identity 

of the request resources is available and valid  as it assigns the resource they 

want to ask.  

 Threats:  

1. Univocality of resources' identity and unambiguous requests.  

There is a strong need for suitable identification and naming   mechanisms 

to enable permits unambiguous requests and univocality of resources 

identity.   

2. Continuous  need for updating of documents  

There is a need for document to keep up to date with respect associated 

service attribute.  
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3.2.2 IDENTITY INFORMATION INTEROPERABILITY IN THE 

INTERCLOUD 

Outsourcing internal services is a major reason for the enterprise to use 

the cloud computation model. Some organizations likes  adoption of this 

model  because of the cost effective they practice, while they go through out 

sourcing. The services and applications inside a company are not separate, 

and usually they form a network of dependencies, among composite relations 

between them; few of this services might not be outsourced. So, it should be 

given special attention on interoperability. 

Threats:  

1. Use of language: 

Use of different languages (like SAML assertions, X.509 certificates, or 

Web Service Federation security tokens) to express their  identity 

information is a problem related to identity management systems 

interoperability.  

2. Interoperability problems (Syntactic and Semantic obstacles): 

Traditional identity management systems interoperability problems   appears 

in the Intercloud and might be classified as semantic and syntactic, the two 

aspects must be  solved by a full solution, that must be standard based. There 

is a syntactic obstacle that a full solution has to deal with. A Semantic 

obstacle appear if the parties agree at the syntactic level, use different 
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formats, meanings and names for identity attributes also cause 

incompatibilities. This problem presents a semantic obstacle that must be 

resolved also. But this syntactic level problems are solved by using 

translation mechanisms, and encapsulation.   

3. Limitation of initiatives: 

Initiatives are not enough in  the Intercloud, so  it need  solutions with many 

kinds of services, subjects and resources.  

4. Common services related with identity management  

Few of  services are available by companies IT departments inside 

companies that associated to identity management, like user provisioning, 

privilege management, access control and authentication. So solutions of 

identity management for Intercloud have to be compatible with existing 

systems of identity management in the establishment to help go for 

outsourcing of such advanced services. 
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3.2.3 INTER-CLOUD’S LIFE CYCLE IDENTITY MANAGEMENT 

During the life cycle of an entity’s digital identity, various changes 

concerning provision, attributes, entitlement, or authorization may be 

happened  depend on an organization’s policy and entity’s behavior or 

availability. A quick Synchronization of these changes, to all involves parties 

inside the Intercloud, appears to be imperative to assure that every entity has 

the same confrontation. 

     Threats:  

Synchronization delays 

Synchronization delays could lead to security vulnerabilities and 

weakness resource sharing.    

3.2.4 INTERACTIONS OF SINGLE SIGN-ON IN THE INTERCLOUD   

With intercloud increasing  numbers of potential interactions that can 

happen between various users involved in the data. In such interactions, the 

parties have to concern about exchange identity information, authentication 

and identification purposes, in spite of, the existence of preceding knowledge 

of each other's own identity information or not. 

a)   Users responsibility      

From the perspective of identity management,  the main actors involved in 

these interactions are: 
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1. Users of Inter-cloud, the users that request services and resources, like cloud 

providers, human users, internal applications or external applications.   

2. Service Providers of Intercloud,  providers of cloud  that     provide resources 

or services to the Intercloud users .   

3. Identity Providers of Intercloud,  providers of cloud that  authenticate users 

of Intercloud share the authentication result   to service providers of 

Intercloud. Also providers are responsible for managing, certifying, and 

issuing the identity information for their users within Intercloud.  

b) Cloud Service Users threats 

1. Ambiguous responsibility: Cloud service users made resources delivery  

among service models. Consequently, the IT system built based on customer 

services. The deficiency of a clear responsibility definition between cloud 

service Providers and users may raise conceptual conflicts. Every 

contradiction contractual services provided lead to  anomalies and accidents 

or anomalies. however the problem of knowing which entity is the data 

controller (data processor stays open at an international scale).  

2. Loss of judgment: The institution, part of the deportation of its own 

information system to cloud infrastructure means   given control to the cloud 

service providers. This loss of judgment related to the models of cloud 

service.       
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3.  Lost of confidence : It is not easy for a user of cloud service to know the 

trust level of his provider because of  unknown property of the cloud service. 

There are no measures of how to access and share the security provider's 

level formally. Also, the users of cloud services don't have the ability to 

estimate the level of implementation of the protection that the provider 

accomplished. This deficiency in the level of security due to the sharing of 

the provider of the cloud service constitutes a real danger to the security of 

the users of cloud services.   

4. Service Provider Lock in: As a result of the loss of judgment one expects a 

deficiency of choices on how to vary a cloud provider by other one. This is 

what happened if a cloud provider based on non-standard hypervisors or 

practical machine image format, and does not present tools to change 

practical machines to a standardized format.  

5. Unsecure User Access of Cloud Service: Hence the majority of the 

deliveries of recourses are done using remote connectivity, non protected 

APIs, majorly PaaS services and management APIs, is one of the easiest 

attack vectors. Methods of attack like exploitation of software 

vulnerabilities, fraud, and phishing still obtains the required outcomes. And 

most times re-use the credentials and passwords, increases the effect of those 

attacks. Cloud services  add another danger to the users. If a hacker attains 

your account's credentials, they could monitor your activities and 
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transactions, redirect your clients to illegitimate sites, falsify data, and return 

falsified information. Your service or account instances can be the attacker's 

new base. Then, they might use the strength of your reputation to start a 

series of attacks.  

6. Deficiency of information/Asset Management : When ready for using 

Services of Cloud Computation,  user must take care about the deficiency of 

Asset/information management by cloud service providers like location of 

sensitive asset/information, lack of physical control for data storage, 

reliability of data backup, countermeasures for disaster Recovery, reliability 

of data backup.   

7. Data leakages and lost: A serious problem  to the users of cloud service 

happened when Encryption key or privileged access had been lost. 

Therefore, shortage of encryption management information like access 

privilege, authentication codes and encryption keys leads to data loss and 

unexpected leakage.   

c) Cloud Service Providers Threats    

1. Ambiguous responsibility: The roles of different users may be applied and 

defined in a cloud system, like cloud service provider/user, client supervisor 

of information technology, owner of data. Variation  of user responsibilities 

and roles   definition according to data ownership, maintenance of 

infrastructure, access control and other may induce business or legal discord.  
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2.  Protection Contradiction: Cloud infrastructure is decentralized structure, 

so its protection mechanism is able  to be contradiction between distributed 

security modules. 

3. Evolution Risks: Once conceptual, enhancement of cloud computation is to 

suspension of a few options  from the design stage to the implementation 

stage, some dependent software components of a system might be selected 

and implemented, while the system executes. The methodology of 

conventional risk assessment is no longer consistent with  such an evolution. 

The system that assume   safe during the design phase may feat vulnerability 

during its implementation because of the components of the programs 

implemented recently.  

4.  Business Interruption: The “as a service” feature of cloud computation 

allocate  resources and offers them as a service.   Cloud infrastructure all 

along with its business workflows thus depends on a wide range of services, 

from the application to the hardware. But, the disruption to the provision of 

services, like delay or black out,  likely cause  an intensive impact belong to 

the availability.  

5. Supplier Lock-in: Service provider platform  has been building using a 

component of hardware and software by providers. Some provider-

dependent modules or workflows were implemented for functionality 

extension or integration. Because of the deficiency of standard Applications 



www.manaraa.com

54 

 

  

 

Programming Interfaces, the chance to set out to another providers is not 

clear. As a result of the provider locked there might be a deficiency of 

freedom according to how to change a provider.   

6.  License Risks:  License of software is generally based on the users' numbers  

or installations' numbers. Since creation of virtual machine will be used some 

times, the supplier might- have to get from a lot of licenses than mostly 

needed at a particular period. The deficiency of a cloud license management 

plan that only allows for payment to get used licenses might cause conflicts 

using the software. 

7. Regulation Conflicts: According to the regulations of procedures of the host 

country, data might be protected by a different jurisdiction. International 

cloud service provider likely follow up the executive regulations of local data 

centers, that form the legal threat to be taken on consideration.  

8. Bad Integration: Depart to the cloud is supposed transfer of a lot of data 

and main configuration changes (for example, network addressing). Depart 

of a part of the information technology infrastructure to an outside cloud 

service provider include deep changes in the design of infrastructure   (such 

as security policies and network). A bad integration come out from 

inconsistent policy enforcement or incompatible interfaces might brought up 

impacts either non functional and  functional effects.  
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9. Unsecure Administration Applications Programming Interfaces (API): 

The administration middle-ware existing between the cloud service user and 

the cloud infrastructure may be unsure with not enough  attentions to 

sanitation of cloud service user authentication and inputs. Non protected 

Applications Programming Interfaces, usually administration APIs is 

preferred to an attackers target. It is not limited to cloud environment. On the 

other side, the service-oriented approach makes Applications Programming 

Interfaces essential building block for a cloud infrastructure.  Protecting 

them become the main concern for the security of the cloud.  

10. Shared Environment: Cloud resources were virtualized, different cloud 

service users (competitors) share the same infrastructure. One  main issue  is 

caused by fragmentation of the data structure, data segregation, and resource 

isolation. Any violent and un-authorized access to cloud service user's 

private data can threaten the confidentiality and integrity.        

11.  Hypervisor Isolation Failure : The hypervisor technology is viewed as the 

cloud infrastructure basis. Multi virtual machines connected on a physical 

server sharing memory and CPU resources that the hypervisor virtualizes. 

The failure of mechanisms isolating attacks is a threat that could be launched 

on a hypervisor to get un-authorized access to the memory of other virtual 

machines.  
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12. Service Unavailability: Availability is not specific to cloud environment. 

Since the principle of the service-oriented design, service delivery might be 

affected, while the cloud infrastructure in not available. Also, the dynamic 

dependence of cloud computation offers much more possibilities for   

attackers. A classic Denial of Service attack on one service might block all 

cloud system.  

13. Data Unreliability: The Data protection gives confidentiality as well as 

integrity to the data by embedding access to it. Users of cloud services are 

concerned about the way providers deal with their data, and if data is illegally 

altered or disclosed. Even if the trust of the user of cloud services isn't in the 

cloud security's central, it is a big marketing discriminator for the providers 

of cloud services to move forward in the process of migrating an IT system 

to a cloud environment.   

14. Abuse of the Rights of Cloud Service Providers : For a user of cloud 

services, the migration of a piece of its IT system to a cloud infrastructure 

implies provision of partial control to the provider. That constitutes a serious 

threat to the data of the users of cloud services, notably regarding privilege 

and role assignments of providers. In addition to the deficiency of 

transparency regarding the practices of cloud providers may lead to a 

malicious insider attack or a mis-configuration. Such security violations 

lowers the reputation of the provider, causing a lower trust of the cloud 

service user. 
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Table (1):  Identity Management Challenge and threats 

  

Challenge  Description Threats 

1) Intercloud 

resources 

Identification 

and Naming 

Surplus types of shared 

resources in the cloud 

computation model puts 

the infrastructure of cloud 

computation users  want 

to make  sure the identity 

of the request resources 

as it should know for sure 

who is the one resource 

they want to ask. 

1. Univocality of 

resources' identity and 

unambiguous requests. 

2. Problem of 

Continuous  need for 

updating of 

documents  

 

2) Identity 

information 

Interoperabili

ty in the 

Intercloud 

  

Outsourcing internal 

services is a major reason 

for the enterprise to use 

the cloud computation 

model. Some 

organizations like to 

adopt this model  because 

of the cost effective they 

practice while they go 

through out sourcing. The 

services and applications 

inside a company are not 

separate, and usually they 

form a network of 

dependencies, with 

compound relation  

between them; few of this 

services may not be 

outsourced. Then it 

should be given special 

attention 

on Interoperability. 

 

1. Use of language 

2.  The interoperability 

problems (Syntactic 

and Semantic 

obstacles)   

3. Limitation of 

initiatives  

4. Common services 

related with identity 

management  
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3) Inter-cloud’s 

life cycle 

identity 

management  

  

During the life cycle of 

an entity’s digital 

identity, various changes 

concerning provision, 

attributes, entitlement,  or 

authorization may be 

happened  depending on 

an organization’s policy 

and entity’s behavior or 

availability. A quick 

Synchronization of these 

changes, to all involves 

parties inside the 

Intercloud, appears to be 

imperative to assure that 

every entity has the same 

confrontation. 

 

1. Synchronization 

delays 

  

  

 

4)  Interactions 

of Single sign-

on in the 

Intercloud   

With Intercloud increase 

the numbers of potential 

interactions that can 

happened between the 

various users involved in 

the data. In such 

interactions, the parties 

concerned to exchange 

identity information, 

authentication and 

identification purposes  in 

spite of  the existence of 

preceding knowledge of 

each others own identity 

information or not. 

 

 

  

 Threats for Cloud 

Service Users  

1.  Ambiguous 

responsibility 

2. Loss of judgment 

3. Lost of confidence  

4. Service Provider 

Lock-in 

5. Unsecure User Access 

of Cloud Service 

6. Deficiency of 

information/Asset 

Management  

7. Data leakages and 

lost 

Threats for Cloud 

Service Providers   

1. Ambiguous 

responsibility 

2. Protection 

Contradiction 
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3. Evolution Risks 

4. Business Interruption 

5. Supplier Lock-in 

6. License Risks 

7. Regulation Conflicts 

8. Shared Environment  

9. Unsecure 

Administration (API)   

10.  Bad Integration 

11.  Hypervisor Isolation 

Failure   

12. Service 

Unavailability     

13. Data Unreliability 

14. Abuse of the Rights 

of Cloud Service 

Providers  

 

 



www.manaraa.com

60 

 

  

 

3.3 SOLUTIONS AVAILABLE TO MEET THE CHALLENGES AND 

THREATS IDM 

Available solutions to the challenges IDM and threats shown in Table (2)      

are: 

a)  Intercloud resources Identification and Naming 

The existing approach for identifying and naming Cloud resources was 

shown in (Celesti  et al., 2010), on base on the use of Extensible Resource 

Identifier (XRI, 2015) and eXtensible Resource Descriptor Sequence" 

(XRDS, 2015).  XRI is a resolution and scheme protocol for abstract 

identifiers in harmony with uniform resource identifiers (URI) ( In 

computation, a uniform resource identifier is a set of Characters used to 

identify the resources names). This selection can affect the representation of 

resources on the network. While  XRDS is an XML-based general layout for 

service discovery and resource description, XRDS enable the resources 

description, in addition to, their related services, these are named service 

endpoints (SEPs). 

But, OASIS has lately issued Extensible Resource Descriptor (XRD) 

V1.0) (XRD, 2015), which is new standard for resources discovery and 

descriptions, it replace  XRDS. The major difference between XRD and 

XRDS is while XRDS describes services related to a resource (endpoints) in 

a one document, XRD  explains every endpoint in a separate document and 

http://en.wikipedia.org/wiki/Uniform_resource_identifier
https://translate.google.com/translate?hl=en&prev=_t&sl=ar&tl=en&u=https://translate.google.com/translate%3Fhl%3Den%26prev%3D_t%26sl%3Den%26tl%3Dar%26u%3Dhttp://en.wikipedia.org/wiki/Character_string_(computer_science)
https://translate.google.com/translate?hl=en&prev=_t&sl=ar&tl=en&u=https://translate.google.com/translate%3Fhl%3Den%26prev%3D_t%26sl%3Den%26tl%3Dar%26u%3Dhttp://en.wikipedia.org/wiki/Character_(computing)
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connects them each other and with everyone in the resource document. Thus, 

XRDS documents should to be reserved up to date with respect their related 

services attributes, this is controllable in private environments where all 

services, control is seized by the same administrator, but, it is not the case in 

Intercloud state, therefore it is necessary that every service described 

separately.  

b)  Interoperability of identity information in the Intercloud 

 With respect to issues of compatibility between different themes on the 

semantic level plans and standards such as ITU-T Recommendation X520 

(X.520, 2008) and ITU-T Recommendation X521 (X.521, 

2008), (Recommendation   X520  defines  a number of attributes types and 

matching rules that might be helpful for a variety of applications to lead 

single particular use for many of the specific features in the names formation, 

particularly for categories of objects specified in Recommendation ITU-T 

X521. There are other types of attributes and qualities and called on the 

notification, and provide diagnostic information that recommendation, 

identifies the international standards connection types that supply associated 

with the attribute values of properties, also includes definitions of sentences 

LDAP relevant to attribute types and rules of matching). and references 4519 

(Request for Comments) 4524 and (Sciberras,   2006) (Zeilenga,  2006).   
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These initiatives are not enough in Intercloud; There is need for solutions  

that have additional kinds of services,  resources, and subjects. The use of 

ontologies can tackle  problems of interoperability (Wache  et al., 2001) 

(Priebe, et al., 2006), that might make integration of heterogeneous attribute 

schemes possible.   

c)  Inter-cloud’s life cycle identity management 

In this direction, Service Provisioning Markup Language (SPML) 

proposed by OASIS, an XML framework for managing allocation and 

Provisioning of system resources and identity information inside and 

between organizations (SPML, 2003).   

SPML Version-1 was built on the OASIS Directory Services Markup 

Language (DSML, 2015) Version-2 (an XML representation of the 

Lightweight Directory Access Protocol), it is expected to join a family of 

standards designed to ease the implementation of Web services, and to 

establish interoperability surrounded by provisioning systems that allow 

organizations to securely create end-user accounts for applications and Web 

services from a single point in an organization.     

One SPML request message may be used to create user accounts at the 

http://searchoracle.techtarget.com/definition/DSML
http://searchsoa.techtarget.com/definition/Web-services
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same time in a multi-provisioning systems. De-provisioning is done by 

closing access accounts for any employee leave a company. This excludes 

dead accounts and prevents ex-employees from gaining access to customer 

systems. 

d) Interactions of Single sign-on in the Intercloud   

In this direction, proposing an infrastructure for identity management 

capable of supporting authentication between the Federal clouds, based on 

the assertions SAML, in ( Tusa et al., 2010) and Openid can solve this 

problem. Openid  and SAML were discussed  in next topic.   

 

Table (2) :  Available solutions for challenges and threats     

challenge description Name of Products 

Intercloud 

resources 

Identification 

and Naming 

It is essential that each service 

is described independently, 

but this is not the case in the 

Intercloud environment. 

 XRI 

 XRDS 

 XRD 1.0 

Interoperability 

of identity 

information in 

the Intercloud 

 

Traditional identity 

management systems 

Interoperability problems   

appears in the Intercloud.   

 X.521 and X.520  

ITU-T 

Recommendations 

 RFCs 4519 and 

4524 (Request for 

Comments) 
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Inter-cloud’s 

life cycle 

identity 

management  

  A quick Synchronization of 

changes happened during the 

life cycle of an entity’s digital 

identity concerning provision, 

attributes, entitlement,  or 

authorization, to all involves 

parties inside the Intercloud, 

appears to be imperative to 

assure that every entity has 

the same confrontation 

 Service 

Provisioning 

Markup Language 

(SPML) 

Interactions of 

Single sign-on 

in the 

Intercloud   

The parties concerned with 

exchange identity 

information, authentication 

and identification purposes  in 

spite of  the existence of 

preceding knowledge of each 

other's own identity 

information or not. 

  SAML   

 OpenID 

3.4  STATE OF THE ART OF SOLUTIONS APPROACHES 

This section present brief description for the Identity Management 

frameworks: 

3.4.1  FRAMEWORK DEFINITION 

A Framework is a conceptual or real structure created to act as a guide 

or support to create something that changes the structure to be useful. A 

framework is usually more prescriptive than a structure and more 

comprehensive than a protocol. 

A framework is often a layered structure indicating how programs would 

interrelate, and what kind of them can be built in computer systems. Some 

http://searchnetworking.techtarget.com/definition/protocol
http://searchnetworking.techtarget.com/definition/protocol
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computer system frameworks provide programming tools for using the 

frameworks, specify programming interfaces, or include actual programs. 

In computer programming, a software framework is a briefing in 

programs that provide public functions that can be selectively changed by 

additional code written by the user, hence giving software that is application 

specific. A software framework is reusable, universal, and can provide a 

range of functions as a part of a larger software environment software  

platform to simplify the development of software products, solutions, and 

applications. Software frameworks can have code libraries, support 

programs, tool sets, compilers, and Application Programming Interfaces 

(APIs) that enable development of a solution or a project by combining 

different components. 

3.4.2 IDENTITY MANAGEMENT FRAMEWORKS 

There are many Identity Management Frameworks as:  

3.4.2.1  SECURITY ASSERTION MARKUP LANGUAGE  (SAML)  

 It is an open standard data format for exchange of authentication and 

authorization data between identity Provider and Service Provider via 

internet. (Lewis & Lewis, 2009). The Consortium for defining SAML 

standard and security is  Organization for the Advancement of Structured 

Information Standards (OASIS) (Juraj  et al., 2012) (Gopalakrishnan,  2009). 

http://en.wikipedia.org/wiki/Computer_programming
https://translate.google.com/translate?hl=en&prev=_t&sl=auto&tl=en&u=https://translate.google.com/translate%3Fhl%3Den%26prev%3D_t%26sl%3Den%26tl%3Dar%26u%3Dhttp://en.wikipedia.org/wiki/Software_platform
https://translate.google.com/translate?hl=en&prev=_t&sl=auto&tl=en&u=https://translate.google.com/translate%3Fhl%3Den%26prev%3D_t%26sl%3Den%26tl%3Dar%26u%3Dhttp://en.wikipedia.org/wiki/Software_platform
https://translate.google.com/translate?hl=en&prev=_t&sl=auto&tl=en&u=https://translate.google.com/translate%3Fhl%3Den%26prev%3D_t%26sl%3Den%26tl%3Dar%26u%3Dhttp://en.wikipedia.org/wiki/Software_application
https://translate.google.com/translate?hl=en&prev=_t&sl=auto&tl=en&u=https://translate.google.com/translate%3Fhl%3Den%26prev%3D_t%26sl%3Den%26tl%3Dar%26u%3Dhttp://en.wikipedia.org/wiki/Software_application
http://en.wikipedia.org/wiki/Application_programming_interface
http://en.wikipedia.org/wiki/Application_programming_interface
http://en.wikipedia.org/wiki/Software_component
http://www.casmodeling.com/content/2/1/5#B29
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There are three versions of SAML: SAML1.0, SAML1.1 and the new major 

version of SAML is 2.0 became an official OASIS standard in March 2005.  

The four Components of SAML are: (Juraj  et al., 2012)  

1. Assertions: SAML assertion is the transaction from the identity 

Provider to the Service Provider.  

2. Protocols: Which are used to communicate assertions between the 

service provider and identity Provider.  

3. Bindings: Which are used to Map the SAML Protocol on to lower 

level network communication Protocols which are used to transport 

the SAML assertion between the identity Provider and Service 

Provider.  

4. Profiles: The highest level of SAML Component which use cases 

between identity Provider and Service Provider that indicate how 

assertion, Protocols and Bindings will work together to Provide 

single-sign-on.  

The Identity Provider or the Service Provider can initiate the web 

browser Single-sign-on profile. If the Identity Provider initiates it, the 

assertion is either encrypted, signed, or both. Figure (2) shows  the Identity 

Provider Initiated SAML, assertion Flowchart. In this:  

1) A request is sent by the browser to an identity provider for access to 

resources.  
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2) Identity provider redirects with Authorize Request to Browser. Identity 

provider gets Authorize Request from Browser. The identity provider 

sends the challenge for credentials or proof to the Browser like username 

or password. 

3)  Browser login with username and password. 

4) Identity provider response with signal in HTML form to Browser.  

5) Browser POST SAML response to the Service Provider.  

6) Service Provider checks authentication and authorization from SAML 

Assertion.  

7)  Service Provider supplies resources to the browser. 

In the case of service provider initiated SAML Assertion flowchart, the 

user is redirected back to the identity provider’s federation web page with a 

SAML request by the service provider. 

SAML is a single login process so that you only log in once using your 

username and password and use many services and applications at once. So, 

the time spent by users to log into multiple platforms and applications is 

reduced. SAML also improves the effectiveness of all Networks. It also 

reduces the Administrative expenses. SAML does not require user 

information to be maintained and synchronized between databases. The 

limitations of SAML are single point of failure. It adds the cost and the 

necessary information disclosure between the trusting site and SSO 

authority.  
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Figure (2) : Identity Provider Initiated SAML Assertion Flowchart   

(Somorovsky et al., 2012)   

3.4.2.2 LIBERTY ALLIANCE  

Liberty Alliance defines sets of protocols which collectively offer 

solutions for identity federation management, cross-domain authentication 

and session management (Scott et al., 2004). Liberty Alliance Circle includes 

User, Service Provider (SP), and Identity Provider (IdP). It is the single-sign-

on in which no need to authenticate again. Steps for single-sign-on being as 

given in figure (3) 

1) User → SP:  User request for services.  

2) SP → User: Choose the Identity Provider, where the User federated his 

identity.  
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3) SP → User: SP acknowledges the IdP chosen and redirects the User to 

Identity Provider sites.  

4) User → IdP: Authenticate the User against the Identity Provider and 

also contain the Information about the Service Provider.  

5) IdP → User: Identity Provider generates SAML Token.  

6) IdP → User: Send Response with the Token inside the message.  

7) User → SP: Send the Token.  

8) SP → IdP: Service Provider Communicate with Identity Provider for 

Verification of User Authentication.  

9) IdP  → SP: Identity Provider response with assertion to the SP. 

10)  SP → User: SP Provide the services to the user on the basis of 

Assertion.  

11)  SP → User: Response with the service.  

12)  SP ↔User: Service Provider Provide the service to the User.  

While the identity is proven by Authentication, another concept is used 

called Authorization. Authorization is used to grant access permissions for 

users with multiple levels. After finishing the Authentication, Authorization 

and Single Sign-On mechanism, Liberty Alliance specifications also include 

the Single Sign-Out mechanism.  

The user sends request for single Logout to identity Provider. Identity 

Provider directing the request to Service Provider. Service Provider does 
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Process for Log out. Service Provider sends response to the Identity 

Provider. Identity Provider forward Single Log out confirmed to the user. 

The Liberty Alliance is Single-Sign-On and it authenticate and Authorize 

user Profiles. It also Provide the Scalability (Dwiputera & Ruppa, 2012). 

   

 

Figure (3): Single-Sign-On    

(Dwiputera & Ruppa, 2012) 
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3.4.2.3  WINDOWS CARDSPACE  

Windows CardSpace is an Identity metasystem (system of systems) that 

gives a method, to manage a user’s multi digital identities (Bhargava  et al., 

2011). It depends on the Concept of an Information Card based access 

platform/ architecture, developed for windows XP. A plug-in for Internet 

explorer 7 browser is used. Microsoft CardSpace is based on Web Service-

Federation protocol which consists of the following specifications giving a 

base model for federation between Relying Parties and Identity Providers: 

WS-Security, WS-Security Policy, WS-Trust. Three parties are involved in 

this identity system: 

1) Identity providers: Which supply digital identities (as trusted third-

party).   

2) Relying Parties: Identities are required to offer a services to users  

3) Service requestor: Individuals and other entities related to whom 

claims are made.  

The CardSpace identity metasystem makes use of XML based protocols, 

impeding the Simple Object Access Protocol (SOAP) and Web Services 

protocols). The message flows of the CardSpace framework are as follows. 

Here (see figure (4)) CardSpace-enabled User agent (CEUA), Relying Party 

(RP) and Identity Provider (IDP) are involved(Bhargava, B., et al., 2011). 
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1) CEUA → RP: HTTP receive Page Request to Login HTML. 

2) RP → CEUA: HTML Login Page + InfoCard Tags (XHTML or 

HTML object tags).  

3) RP  ↔ CEUA: CEUA retrieves security policy via Web Service 

Security Policy.  

4) User ↔ CEUA: User gets InfoCard.  

5) IDP ↔ CEUA  : Authentication of User.  

6) IDP ↔ CEUA: CEUA retrieves security token via Web Service 

Metadata Exchange and Web Service Trust.  

7) CEUA → RP: CEUA provide the security token via Web Service 

Trust.  

8) RP → CEUA: Ok , logged in now.  

The messages in steps 3, 5, 6, and 7 must be carried over Secure Sockets 

Layer/Transport Layer Security (SSL/TLS) channel to maintain 

confidentiality. 
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Figure (4): CardSpace Model of Identity Management  

(Bhargava et al., 2011)   

It is more flexible than user name and password. It employs strong 

cryptography, making it safer than password for use. It can potentially 

support any type of identity claim that it makes sense to all of the interacting 

parties and that users are ready to release. The CardSpace framework is 

criticized due to its reliance on the user’s judgment of the confidence of an 

Relying Party. Many of them do not   pay attention when asked to approve a 

digital certificate of an Relying Party, either because they know that they 

must approve the certificate in order to get access to a particular website or 

because they do not  know the importance of the approval decision.   Relying 

Parties with no  certificate  may be used in the CardSpace framework. In a 
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case where multiple Relying Parties and one Identity Provider are involved 

in a working session, the security identity meta system inside the session will 

depend on the authentication of the user to the  Identity Provider only. In the 

case of the password is cracked or a working session is snatched the security 

of the entire system is threatened. To defeat the security imitation mentioned 

above use the Zero-Knowledge Proofing, Selective Disclosure, Anonymous 

Credential (Bhargava et al.,  2011). 

3.4.2.4  PRIVACY AND IDENTITY MANAGEMENT FOR EUROPE 

(PRIME)    

PRIME is a project for privacy architecture production, and a model and 

various application Scenarios (Camenisch et al., 2005).  The three parties 

involved in PRIME are: User, Service Provider and Certification Authority. 

User requests for services or resources to service provider, and Service 

Provider provide the services as per user demand. Certification Authority is 

certifying authority (special type of service provider),which issued the 

certificates that are digitally signed statement. The PRIME involves four 

cryptographic tools namely secure communication, anonymous 

communication, pseudonyms, credentials and proofs of credentials 

ownership. Figure (5) present The execution of transactions.   

PRIME is an User-controlled privacy-enhancing means that each individual 

user is put into control with respect to her/his Personally identifiable 
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information (PII) as possible. It is comprehensive means bringing diverse 

research areas (system architecture, cryptography, policies) and models 

together such as Designing and evaluating early models, learn some lessons 

how to integrate their achievements, and close the remaining gaps. It is a 

large scale means that system architecture, privacy and security mechanisms, 

terminology, prototypes, and tutorials are developed, evaluated and 

presented to the public. The Limitations of PRIME is that the product is not 

standardized and it is only possible unless it is interoperable with existing 

systems. It has its middleware which should be implemented on senders and 

receiver side console, which is an extra overhead (Camenisch et al., 2005).    

 

Figure (5): Execution of a transaction ( Camenisch et al., 2005) 
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3.4.2.5 OPENID 

OpenID is an easier way, faster, and safer way to log on to websites. 

OpenID is a non centralized model for identity management, that permits 

service providers to delegate the users authentication to identity provider. In 

this model, the user identity is represented by a Uniform Resource 

Locator (URL), called an OpenID identifier. Thus, users do not need to do 

an account for each site; but, they just use their OpenID identifier, and the 

authentication procedure will be conducted through the user’s identity 

provider (David et al., 2012). The flow of OpenID as shown in figure(6) and 

listed below (David et al., 2012):   

1. User sends requests for access to a service or resource at the Service 

Provider site. 

2. Service Provider requires the user authentication and asks for his 

OpenID identifier. 

3. User provides an OpenID identifier. 

4. OpenID  permits the user to easily provide the identifier of his identity 

provider, enhancing through this way his privacy by reducing the 

chances of being traced through his identifier.  

5. Service Provider performs a discovery process using the supplied 

identifier to locate the Identity Provider of the user.  
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6. Service Provider and the Identity Provider perform an association 

process, to generate a shared secret through a Diffie Hellman key 

exchange.  

7. Service provider builds an authentication request and redirects the user 

to the Identity Provider site through an HTTP redirection. 

8. User gets authenticated by the Identity Provider. 

9. Identity Provider builds an authentication response and includes  an 

assertion for authentication result. 

10. Identity Provider signs the request. User go back to the service 

provider site to continue with the authentication process. 

11. Service Provider verifies the authentication response and reads the 

attribute values on it. 

12. User gets authenticated at the service provider site and can have access 

to the requested service. This provides the control of sharing 

information and faster & easier registration login.  

The limitations of OpenId are Phishing Attacks. 
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Figure (6): OpenID Authentication protocol (David et al., 2012) 
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3.4.2.6  OAUTH  

 OAuth is an Open Authentication method where user can share his 

stored resources to specific site with any other site instead of having to hand 

out her/his username and password  (OAuth, 2007). It is flexible and 

designed to work with mobile devices and desktop applications. OAuth use 

Digital Signature, Hash Algorithm, Shared Secret, Nonce, Time Stamp. If 

the OAuth standard is extended by info cards support or other functionality 

in the future, it may be easily supported in any application. It is easy to 

manage or maintain configure to them. for example extranet login models 

with mixed authentication like SAML. It is Less data to store on servers. 

3.4.2.7  ONELOGIN  

OneLogin is the Single-Sign-On and Identity management for Cloud 

based Applications. It is good web applications for Saas. It is used to improve 

SaaS applications security, having a Centralized Password, user can get 

many secure password among his network of applications because he cannot 

remember all of them. OneLogin works by installing a browser extension 

that effectively pastes the credentials into the applications and logs user in. 

It supports the main Browser such as Chrome Firefox, Safari,  and also 

supports the main windows OS’s, Linux, Macintosh. Lightweight Directory 

Access Protocol and Active Directory , are available. It also supplies the De-

Provisioning. OneLogin’s Cloud identity platform comes ready for secure 
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single sign-on for mobile, iPad and web, federated search, user provisioning, 

deep directory integration with real-time user sync, out of band multiple 

factor authentication, A virtual private network  integration and compliance 

reporting. OneLogin’s catalog contains many thousands of pre-integrated 

applications, like Oracle CRM On-Demand, Salesforce.com, Microsoft 

Office 365, Google Apps, NetSuite, Innotas, LotusLive,  Success Factors, 

WebEx, Workday, Yammer, Service Now (OneLogin, 2010).The 

Advantages of OneLogin are : 

1) Beautiful User experience 

2) Simple to set up 

3) Easy to use 

4) Cross Platform and Cross Browser Support 

5) Two factors  authentication are available, 

6) It is possible to add customer applications and any new applications.   

 Limitations of OneLogin are (OneLogin, 2010): 

1) An application level only. 

2)  De-provisioning just prevent  access to onelogin , don’t lock or delete   

the application.  

3) Don’t do role on base on security.  
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3.4.2.8  WINDOWS IDENTITY FOUNDATION (WIF) 

It is a Microsoft software framework for construction identity awake 

application . It is a framework for implementing claims on bases of identity 

in applications. The web services that use Windows Identity Foundation, the 

.NET frame work version 3.5 service provider(WIF, 2015)The 

Characteristics of Windows Identity Foundation are as follows: 

1) It provides templates which building claim-aware application. 

2) It includes functionality that lets identities to be maintained across 

multiple service boundaries. 

3)  It includes a utility which help developers translate between NT 

tokens and claims.    

4) It let  developer  to build claim-aware application by provide  APIs.   

5) It provides tools that helps developers to build custom security token 

services using ASP.NET.  

6) It provide a ASP.NET controls which help developers to create web 

pages in claims-aware applications. 

7) It provides utilities that create a trust relationship between a Security 

Token Service and Relying Party application.   

The Claim-based identity involves Claim, Security Token, Security 

Token Service and Relying Party. Claim is identity information like email 

address, name, age. In Security Token the user delivers a set of claims 
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together with his request. In a Web service, this claims are carried in the 

security header of the SOAP packet. In a browser-based Web application, 

the claims arrive via an HTTP POST from the user’s browser, and may later 

be cached in a cookie if a session is desired. They have to be serialized 

somehow, and this is where security tokens come in. It is a serialized set of 

claims that is digitally signed by the issuing authority. In security token 

service it is the plumbing that builds, signs, and issues security tokens 

according to the interoperability protocols. In Relying Party when you build 

an application that relies on claims. 

3.5 REVIEW OF IDENTITY MANAGEMENT FRAMEWORK IN 

CLOUD  

Table (3) presents Identity Management Frameworks and  it’s Attributes and 

it contains comparison of different identity frameworks. It shows that all of 

them depends on Relying party/service provider initiated and there are 

limitations for some frameworks.  It also suggests that in some of the identity 

frameworks, the registration and identity provider initiation are not required. 

Although most of the frameworks support single-sign-on, earlier identity 

frameworks were adopted by e-mail providers and corporate organizations 

use and government; currently they are extensively used in social networking 

sites and mobile apps. 
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Table (3): Identity Management Frameworks & it’s Attributes 

(Roshni et al., 2013) 
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CHAPTER FOUR 

THE PROPOSED IDM FRAMEWORK  

4.1 PREFACE  

   This chapter will present the two concluded and main contributed part of 

this work based of comparative study of all related solutions so fare available 

and provided by researchers, organizations, authorities and leading 

concerned companies. 

   The first part will present in precise, simple, direct straight forward manner 

the  general principles applied for selection a solution to the problem of IdM 

,then by adaptation these principles suggest a general framework which will 

be the subject of the second part of the chapter. 

4.2  PRINCIPLES OF SELECTION IDM FRAMEWORK: 

    The framework should be comprehensive composed of: a declared policy, 

the several bodies involved, the role of each body well defined, toggle scope 

and boundary of responsibility, components each with specified functions 

and control by governance independently body responsible for undertake to 

act as an interface between the beneficiary (organization   and end user) and 

cloud computing service providers. The principles must satisfy the following 

conditions and requirements: 
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1. Framework Accommodate and adopt with continuous change in the 

cyberspace, virtual environment and its applications and services.  

 The system includes data protection incorporate:  

i. Identity establishing  

ii. Passwords system rules: ensure selecting hard-to- guess passwords. The 

difficulty of inferring seldom limitation passwords 

iii. Passwords Aging: changing passwords periodically and frequently. 

iv.  Auditing as a means of monitoring potential threats.  

v. The verification and authentication mechanism 

vi.  Resource  Access Control  

vii.  Data and Message security: ensure, Data integrity, confidentiality and  

origin authenticity )  

viii. Resources availability. 

Identity establishing, Auditing verification and authentication Data 

integrity, confidentiality   authenticity).  

2. The framework includes the   privacy protection measures of the user and 

his organization.   

3.  Four bodies mutually cooperates in establish identity during a session of 

one user accesses data required from Multi-provider cloud services 

integration. The four bodies as follow: 
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i. The end user within the organization who enters by his personal 

traditional account to the network. 

ii. The organization of the end user, which take the responsibility of handles 

verification, authentication and linking personal account to the user with 

its reference and the user authorities matrix according to data and 

information policy declared by the Organization by the help of special 

application which is available from within the DBMS provider or from 

several organization companies an independent body. 

iii. Trusted independent authority responsible for governance, and 

preferably a formal, neutral body, which based on   account descriptions 

attached to the user account sent by the Organization generating a special 

alternative account identity for each user valid only for one session used 

in to access all applications available by Multi p provider cloud services. 

iv. Cloud Providers : A cloud provider is a company that offers some 

component of cloud computing – typically Infrastructure as a Service 

(IaaS), Software as a Service (SaaS) or Platform as a Service (PaaS) – to 

other businesses or individuals. Cloud providers are sometimes referred 

to as cloud service providers or CSPs. 

http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
http://searchcloudcomputing.techtarget.com/definition/Software-as-a-Service
http://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service-PaaS
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4. Each services or access  request  consists of two parts, the first is the 

traditional user account information( both user name and password) and 

the other part is linked to by the organization the user belong to includes 

in addition to organization information a authority matrix  and any 

necessary information.  

5. The framework must protect of privacy of both the user and the 

organization.   

6. The account, which is generated by governance body must be used once 

and for one user and during one session only and will not be used again, 

and for that purpose onetime pad key generation  programs are 

recommended.      

7. The key generated by the independent governance body is the base for 

control operations and the reference used by   relevant authorities and for 

any finical and accounting stalemates.  

8.  Apart from the end user all other bodies are committed to share the log 

files of transactions and processes of each body per each individual user 

9. The suitable methodology for implementation of the framework is 

service orientated architecture (SOA) due to the scalability, integration, 

evolutionary orientated  of such design methodology. 



www.manaraa.com

90 

 

  

 

4.3 THE PROPOSED FRAMEWORK 

        Taken in consideration the selection principles; the IdM framework 

proposed which including IdM management policy, bodies with multi 

level of authority and roles, components each with cretin functionality 

and procedures and organizational control framework consist technical, 

legal and policy control  that ensure the right information at a right time 

provided for the right parties and grantee the security and privacy 

protection the proposed framework describe as follow: 

4.3.1 THE FOUR BODIES INVOLVED IN FRAMEWORK  

The four bodies involved in framework are:  

 a) End user within the organization who enters by his personal traditional 

account to the network and request services. 

 b) Organization, which is responsible for verification, authentication and 

linking personal account to the user with its reference and the user 

authorities matrix according to data and information policy declared by 

the Organization by the help of special application which is available 

from within the DBMS provider or from several organization companies 

an independent body. 

 c)  Governing Body which is Trusted independent authority responsible for 

governance, and preferably a formal, neutral body, which based on   

account descriptions attached to the user account sent by the 
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Organization generating a special alternative account identity for each 

user valid only for one session used in to access all applications available 

by multi provider cloud services. 

d)  Cloud provider which is generally a company that offers some component 

of cloud computing – typically Infrastructure as a Service 

(IaaS), Software as a Service (SaaS) or Platform as a Service (PaaS) – to 

other businesses or individuals. Cloud providers are sometimes referred 

to as cloud service providers or CSPs. Bodies diagram is shown in figure 

(7). 

 

 

 

 

 

 

 

 

 

 

Figure (7): Conceptual framework proposed by the study. 

Organization 

Governing Body Cloud provider 

End user 

http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
http://searchcloudcomputing.techtarget.com/definition/Software-as-a-Service
http://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service-PaaS
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Each one of the four bodies handles with  responsibility of specific 

functions, table (4) present the role matrix of bodies involved in IdM 

proposed Framework. 

 

Table (4): Roles Matrix of bodies involved in IdM Framework 
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End user 
√ − −  −  − − − 

Organization 
− √ √  √ − √ − 

Governing 

Body − √ √ √ − √ √ 

Cloud 

provider − √ − − √ √ − 

4.3.1 ORGANIZATIONAL CONTROL FRAMEWORK  

Organizational Control Framework consist of :  

a) Technical Control: Include user authentication (login), user name 

password, logical access controls, Auditing, Integrity, antivirus 

software, firewalls. 

b) Logical Control : Include policies, privacy laws, and clauses. 

c) Policy Control: Include Information Authority.  

Figure (8) shows Organizational Control Framework.   

function 

Body 

https://www.google.jo/search?rlz=1C1VFKB_enJO652JO652&es_sm=122&q=Definition+Also+called+policy+management;+related+terms+include+PRCF+(policy+server,+policy+decision+function)+%26+PCEF+and+PCC+(see+also+policy-based+traffic+management+and+traffic+shaping).+Telesperience+defines+policy+control+as+being+%22technology+that+enables+the+definition+and+application+of+business+and+operational+rules+(%22policies%22)+in+telecoms+networks+and+across+telecoms+businesses%22.&nfpr=1&sa=X&ved=0CBsQvgUoAWoVChMIxp_bsZDOxwIVyhAsCh0sbwbD
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Figure (8) : Organizational Control Framework 

4.3.3: ELEMENTS OF SECURE- CONTROL COMPONENTS   

There are four elements of secure-control components :  

a) Identity establishment which is responsible for Creation of a new 

identity record, in an authoritative source, where none has existed 

previously. 

b) Resource Access Control which gives access to a computer system 

only to users who have the authorization to use a requested resource 

(such as a file, a printer queue, space to run a program, and so forth). 

To do this, Resource Access Control Facility (RACF) identifies and 

authenticates a user, determines the resources to which the user is 

authorized, and logs and reports attempts to get access to protected 

resources by unauthorized users. 

Policy 

Control 

Technical 

Control 

Logical 

Control 

http://searchsoftwarequality.techtarget.com/definition/authorization
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c) Data and message Security includes  Data Integrity, Confidentiality, 

origin authenticity. 

d) Resource Availability.  

Figure  (9.a)  show Elements of Secure- Control components. 

Elements of Secure- Control component 

1. Identity establishment   

2. Resource Access Control 

3. Data and message Security 

(Data Integrity, Confidentiality, origin authenticity) 

4. Resource Availability 

Figure (9.a) : Elements of Secure- Control component  

Elements of Secure- Control components shown in figure (9.b) when 

user want to login send request to authentication authority and to access 

control, authentication authority send approval to access control and then he 

can login by new password for one session. 

 

 

 

 

 

Figure (9.b): Functions of Secure-Control component  

Access Control 

Auditing (logging) 

Authentication 
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4.3.4 :  PASSWORD SYNTAX RULES 

The account, which is generated by governance body must be used 

once and for one user and during one session only and will not be used 

again. and for that purpose onetime pad key generation  programs are 

recommended. Figure (10) show Password Syntax Rules 

The key generated by the independent governance body is the base 

for control operations and the reference used by relevant authorities and 

for any finical and accounting stalemates.  

 Apart from the end user all other bodies are committed to share the log 

files of transactions.  

 

 

 

 

Figure (10): Password Syntax Rules 

  

Password Syntax Rules 

Selecting Password 

Password Aging 

Changing Password 

Auditing as a tool for monitoring 
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4.3.4 SCENARIO OF WORKING FRAMEWORK  

Accommodate and adopt with continuous change in the cyberspace, 

virtual environment and its applications and services. 

The proposed framework Circle includes User, organization ,Identity 

Provider and Service Provider, cloud provider . It is based on use username 

and password for one time only and it will be changed every time the user 

request services. Steps for this framework being as given in figure (11) and 

it operates as follows:  

1) User Request for services by his personal account in the organization.  

2) organization of end user handles verification, authentication and 

linking personal account to the user with its reference and the user 

authorities matrix according to data and information policy declared 

by the Organization by the help of special application which is 

available from within the DBMS provider or from several 

organization companies an independent body. 

3) Trusted independent authority responsible for governance, and 

preferably a formal, neutral body, which based on   account 

descriptions attached to the user account sent by the Organization 

generating a special alternative account identity for each user valid 
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only for one session used in to access all applications available by 

Multi p provider cloud services. 

4) Access  request  consists of two parts, the first is the traditional user 

account information ( both user name and password)   and the other 

part is linked to by the organization the user belong to includes in 

addition to organization information authority matrix and any 

necessary information send to cloud provider. 

5) The account, which is generated by governance body must be used 

once and for one user and during one session only and will not be used 

again( generate by pad key generation  programs).  

6) User get the service from cloud provider.     
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Figure (11) :  Scenario of working framework 
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CHAPTER FIVE: 

CONCLUSION AND RECOMMENDATIONS 

5.1 CONCLUSION  

In this thesis, the researcher has highlighted the major issues for identity 

management in open environments as cloud environment and inter cloud 

environment through  the presentation of  the their definitions  and major 

related subjects. It illustrates challenges and threats for cloud computation 

and intercloud environment challenges and available solutions.  

5.1.1 GENERAL FINDINGS OF THE THESIS MAYBE SUMMARIZED 

AS FOLLOWS : 

1. Number of users and resources  for internet and inter cloud  are 

increasing over time.    

2. Security is critical issue to the intercloud environment, a fact that should 

be undertaken into consideration and put under focus during all stages 

since we are not just dealing with financial transactions that can be 

tackled through penalties in case there is a data breach. Here we are 

talking about systems with infiltration that could lead to loss of lives 

and/or cause massive disturbance to the society.  
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3. Privacy and security remain a high level threat in the management 

environment of cloud data, taking into account that the data’s privacy is 

influenced as the users of cloud don’t have full awareness about the 

data’s location in servers. 

5.1.2 IDENTITY MANAGEMENT FINDINGS 

1. Users of cloud services can only access using the deployed services to 

access, modify, and remove their information, that are out sourced by 

them (whatever the private or public data) and these can only be 

accessed using  deployed services.  

2. Identity management issue is very important for the environment of 

cloud computing. The management of user credentials and remote 

access introduced concerns for privacy. Many ways to deal with the 

issue exist, but a few of those offered a simple and trust-based method 

for the service and application of cloud computing. 

3. Most of previous solutions for identity management in intercloud 

environments still have limitations and shortfalls  

Based on the above findings, the current thesis proposed a framework for 

identity management that takes into account limitations and shortfalls of 

previous frameworks that were in place with the purpose of identifying users 

and resources related to intercloud environment. 
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5.2 RECOMMENDATIONS 

Based on the above, the following should be kept in mind regarding 

cloud computing, management and security: 

1) Implies a better method to enhance the abilities substantially with no 

expenses spent in new infrastructure or licensing new software.  

2) Despite the efficient use of resources by virtualization techniques and 

taking up a lot of the work load from the user, security risks fraught 

cloud computing, and this issued should be highly considered. 

3) Usual identity management systems are designed to be cost effective 

and scalable mainly for the SPs, but not essentially for the users, and 

that often causes poor usability.  

4) Pear in mind that any framework will have some limitations, it is 

expected that extensive future research will be of value as it may cover 

any gap areas in this regard. 

5) Further research is appreciated and encouraged in particular fields 

such as identity management for open distributed environment. 

At the end of this thesis, the research has the hope that the current thesis 

will help in covering a gap that is may existed and provoke problems to 

researchers in the subject. Further research is appreciated and encouraged in 

particular fields such as identity management for open distributed 

environment. 
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